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REGULATION OF FINANCING OF ONLINE ELECTION
CAMPAIGNS: INTERNATIONAL PRACTICE
AND ELECTIONS IN KAZAKHSTAN

Abstract. This study attempts to identify the extent to which current legislation
on electoral campaigning is effective in addressing digital forms of campaigning.
Ensuring that all forms of campaigning by political parties and candidates adheres
to principles of transparency and equality is instrumental in preserving the integrity
of elections. The data used for this research includes the analysis of legislation from
the European Union, the United Kingdom, the United States and Canada. Research
also uses data on campaign advertising regulation introduced in the run-up to the
2023 parliamentary elections in Kazakhstan. Evidence suggests that legislation has
been slow to respond to ever evolving forms of digital campaigning. In the context
of Kazakhstan, while certain improvements have been introduced in legislation, it
mostly relates to extending existing norms aimed at traditional campaign tools (TV
and print media). As such, it is insufficient in addressing some of the bigger concerns
related to financial accountability during elections. Given the latest developments in
technology as it is used in political context, more measures are required for proper
regulation.

Keywords: elections, electoral campaign, campaign financing, online
campaigning, social media, national electoral legislation, electoral commission

Kyansim Caiinay, Aiaya Koabioaiamaa

OHJIAMH KEHICTEIT CAWIAY AJJIBIHIAFBI YTITTEPII
KAPXBIJIAHABIPY/IbI PETTEY: XAJIBIKAPAJIBIK TOXKIPUBE
7KOHE KABAKCTAHJIAFbI CAMJIAY

Anparna. Byn 3eprrey caiinay HayKaHBIH PETTEHTIH 3aHHaMa HQPIBIK
YTIT-HACHXaT HBICAH/IAPhIH KAHIIAJIBIKTHL THIMI OacKapaThbIHbIH aHBIKTAyFa
OarbLITTaIFaH. Caﬁnayubm TYTACTBIFBIH KaAMTaMAaChI3 €Ty YILIH CasiCH MapTUsuiap
MEH KaH/WJaTTap JKYPri3eTiH YTiT-HACUXaTThIH OapJIbIK HBICAHIAPhIHA AIIBIKTHIK
NeH KOJDKETIMJIUTIK KaFMIaTTapblH CakTay MaHbi3bl. bys 3eprrey Eypomnanbik
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Opnax, Yneioputanust, Amepuka Kypama Llltarraps! skone Kanasaaare! 3aHHaMaHbI
Tangay HOTIKECIHIIE albIHFAH JCPeKTepIi KOJaHajbl. 3epTreyie COHan-ak
Kazakcrannarer 2023 sKbUThl OTKEH MMapIaMEeHTTIK caiiyiay ajiblH/Ia HAKThLUIAHFaH
caifylayalibl YTiT-HACHXaT KYPrizy epeeNepiHeri >KaHAIIBUIIBIKTAD TYypasbl
JepeKTep Jie TalifaidaHbUIaAbl. 3epTTey HOTH)KECIHE COMKec, KapacThIPbUIFaH
MeMJIeKeTTep/ieri UGPIbIK HayKaHAap/bl PETTEUTIH 3aHHAMANBIK e3repicTep
YaKThUIBI ~CHTI3UIMEHTIHI JKOHE NUQPIBIK TEXHOJOTHSIIAPAbl KOJNJIAaHyMEH
OaiimaHbICTBl  HETi3ri  Toyekenuepai OapblHIIA asaiTyra OarbITTalIMaraHbl
anpIKTaapl. KaszakcraH keiiciHe Haszap aymapcak, 3aHHaMazua OHJIAWH YTiT-
HAaCUXaT JKYPri3y epekenepi KapacThIPbUIFAaHBIMEH, OJIap HETi3IHeH A9CTypii
YTIT KypaiiapbiHa (Teneauaap koHe Oacna BAK) OarbiTTanmFaH KOJIAHBICTAaFbI
eperKenepi OHlalH yTiT popManapbiHa KeHeWTyMeH Hiekrenesi. by caitnay kesinne
KaHTUIaTTap/IbIH KapKBUIBIK eceOiHe OaiIaHbICThI OipKaTap Kypaeni Macenenepii
LIely YIIiH XeTKUTikci3. CasCH KOHTEKCTie KOJIAHBUIATBIH TEXHOJOTHMSHBIH
COHFBI JKETICTIKTEPIH €CKePE OTBIPHIIT, 3aHHAMAHBI OJIaH OPi TAMBITY KaXKeT.

Tyitin co30ep: cailniay, cainiay HAyKauvl, CAllay HAVKAHbIH KAPAHCHLIAHOLIDY,
OHJIAUH-HACUXam, dneyMemmiK Jiceniiep, YIMmulK Calay 3aHHAMACHL, Cauiay
KOMUCCUACHI.

Kyanbim Caiisray, Aiya Konnbidaauna

PEI'YJIMPOBAHUE ®UHAHCHUPOBAHUSI IIPEJIBBIBOPHBIX
KAMIIAHUM B OHJIAHH-ITPOCTPAHCTBE: MEXIYHAPO/JIHbIN
OIIBIT U BBIBOPBI B KASAXCTAHE

AHHOTanus. B 1aHHOM HCClIeI0BaHUHN IPEANPHHSATA MOTIBITKA OIPEIEIINTD,
HACKOJIbKO JCHCTBYIOIEE 3aKOHOAATEIBCTBO B OOJIACTH PEryIUpOBaHUS
npeaBbIOOpHON aruTauuu dPGEKTUBHO B cilydyae HU(PPOBBIX (HOPM aruTalHH.
BaxubiM Ui o0ecriedeHus] LEIOCTHOCTH IMPOBOAWMBIX BBIOOPOB SIBISIETCS
cOOJIOeHNE TPUHIUIIOB TPO3PAYHOCTH M PABEHCTBA B JOCTYIIE KO BCeM (hopMam
aruTalury, NPOBOIMMOM MOJIUTHYECKUMH NapTUIMHU U KaHAuAatamu. [laHHble,
HCTIOJIb3yEMBIE JIJIsl TOTO UCCISIOBAHMS, BKIIOYAIOT aHAIN3 3aKOHOATEILCTBA
EBpomneiickoro Coro3a, Benmukoopuranuu, CILIA u Kananel. B uccnenosanuu
TaKKe HCIOJNb3YIOTCS JaHHBIE O HOBOBBEICHMSAX B NpaBHia MPEIBBIOOPHOM
aruTalyy, YTOYHEHHBbIE B MPEAIBEPUH MapiaMEeHTCKHX BbIOOpoB 2023 ronma
B Kasaxcrane. Pe3ynbrarbl CBHIOETEIBCTBYIOT O TOM, YTO HOBOBBEICHHS
B PEryIMpPOBaHMM LUPPOBBIX KaMIAHUH BHOCATCS HECBOEBPEMEHHO
W HE HampaBlieHbl HAa MUHHMHU3ALHUIO OCHOBHBIX PHCKOB, CBS3aHHBIX C
UCTIOJIb30BaHUEM LU(POBBIX TexHoJoruid. B koHTekcte Kaszaxcrana, xors B
3aKOHOJATENILCTBE M OBUIM MPEIyCMOTPEHBI MpaBUiia Ul OHJIaiH-arMTaLHH,
B OCHOBHOM OHH PAacHpOCTPaHSIOT CYLIECTBYIOLIME HOPMBI, HalpaBJICHHBIC
Ha TPaJAWLIMOHHbIE HHCTPYMEHTHI aruTauuu (TesieBuaeHue u neyarusie CMU).
3TOro HeIOCTATOYHO AJIS pEIICHHUS HEKOTOPBIX CEPbE3HBIX MPOOIIEM, CBSI3aHHBIX
¢ (UHAHCOBOW TMONOTYETHOCTHIO BO BpEMsi BHIOOPOB. YUMTBIBASI IMOCIEAHUE
JOCTIKEHHS B 00JIaCTH TEXHOJIOTHH, KOTOPBIE UCTIONB3YIOTCS B MTOJTUTHYECKOM
KOHTEKcTe, TpeOyeTcs nanbHeimas JopadoTKa 3aKOHOJaTeIbCTBRA.
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Knrwouesvle cnosa: sviboopwi, usdbupamenvhas Kamnanus, GUHAHCUPOSAHUE
u3bUpamenvHOl  KAMNAHUY,  OHAAUH-A2UMAYUs,  COYUAIbHbIE — Ccem,
HAYUOHAbHOE U3OUPAMENbHOE 3aKOHO0AMENbCME0, U3OUPAMETbHASL KOMUCCUS.

Introduction

The use of digital technologies has become widespread in many aspects of
political life in recent years. In the future, it is highly probable that the use of
technology will continue to grow at an ever increasing pace. The political use of
technology becomes especially relevant in the context of election campaigns. Data
on campaign spending by political candidates has shown significant growth in the
share of digital advertising (including targeted advertising) in overall campaign
spending over the past 10 years, and this growth is projected to continue [1]. The
many benefits of online campaigns include lower costs compared to traditional
advertising, access to content personalization, and the ability to make faster
adjustments based on real-time data analytics [2].

In this regard, there are concerns about the regulation of this form of political
campaigning and the costs of it. Ensuring that it complies with election laws is
important to maintaining the fairness and integrity of elections, in which every
voter has access to the same information and can make their own choices without
physical or, in the case of online technologies, psychological pressure.

Various countries are seeking to introduce measures to regulate the use of
digital advertising campaigns, in some cases taking advantage of restrictions
placed on pre-existing campaigning methods. However, the characteristics of
digital advertising mean that it is not enough to simply expand the existing rules
used for traditional forms of advertising onto online campaign tools, and that
new and broader measures are needed [3].

This article provides a comparative analysis of current innovations in the
legislative regulation of online campaigning expenditure in countries and
organizations such as the UK, Canada, the USA and the EU. The article also draws
on an analysis of legislation in Kazakhstan, including the 2023 amendments to the
Constitutional Law “On Elections” aimed at regulating online campaigning, along
with other relevant legislation. The paper will analyze the extent to which current
legislation has succeeded in regulating the costs of online campaigning. The
results suggest that existing norms for regulating traditional forms of campaigning
(television and printed materials) are insufficient for online campaigning and that
election regulation must occur in the context of more comprehensive measures
to regulate the digital environment. More advanced measures, however, come
with their own inherent shortcomings, and thus further deliberation and research
on this subject is necessary.

Methodology

The paper analyzes existing legislation, most notably national laws on election
that relates to terms and conditions of electoral campaign financing. Presented
cases of online campaign financing and its regulation by institutions responsible
for national elections include the United States, the United Kingdom, the European
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Union and Canada. The paper also analyzes the recent amendments to electoral
legislation and regulations of use of digital technologies in Kazakhstan. These
include the Law “On Elections in the Republic of Kazakhstan”, the Law “On
Online Platforms and Online Advertising”, as well as the Law “On Personal
Data and Their Protection”.

Figure 1. Share of spending on various forms of campaigning as part of
total campaign spending in countries and regions of the world, 2015.
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Research results

Global trend in financing online campaigning. Spending on online
campaigning has increased in recent years, especially over the past decade. In 2015
alone expenditure in developed countries reached 30-40% of overall campaign
spending (Fig. 1), and since then the positive trend in their growth has steadily
continued [4]. For instance, in the run-up to the 2020 US presidential elections,
candidates spent about $1.6 billion on online campaigning, mainly on advertising
on Facebook and Google, which is 2 times higher than in 2017-2018 [5].

Figure 2. Digital campaign spending as a share
of total campaign spending in UK general elections.
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Source: The UK Electoral Commission

The case of general elections in the UK demonstrates how spending on digital
information campaigns has increased manifold, reaching 42.8% of total election
campaign spending in 2017 (Fig. 2) [6]. In just two years, British political parties
have increased their spending on Facebook and Google ads more than three times,
from £4.3 million in 2017 to approximately £14.5 million in 2019 [7].

The growing use of technology by political parties to promote their candidates
is certainly related to the increased use of technology by voters. On the one hand,
growth is driven by increasing access to digital technologies for large sections of
the population. According to the Pew Research Center, nearly half of U.S. adults
follow news on social media at least periodically. 70% of US adults use Facebook,
and 82% use YouTube. The share of people who receive news through TikTok
has increased significantly: from 22% in 2020 to 33% in 2022 [8].

On the other hand, an ever increasing share of Generation Z, who are active
users of social networks and digital resources, are reaching voting age. Initial
observation of recent electoral campaigns, such as the 2022 US midterms election
suggest that members of this generation are more active compared to previous
generations at the same age [9]. Moreover, members of Generation Z are much
more active users of social media compared to older generations, including as a
source of news and a means of political expression [10].

It should be noted that the increase in spending on digital campaigning is
accompanied by a simultaneous decrease in the cost of technology. Another
factor is a continuing increase in efficacy of technology compared to traditional
forms of campaigning. This means that spending of a certain amount on online
campaigning can be much more effective than equivalent spending on traditional
campaigning methods.

One of the benefits of online campaign tools is more advanced targeting
capabilities. This means that technology can transmit personalized information
to a specific category of people based on their place of residence, age, gender
and other demographic characteristics. The scope of targeting is a subject of
continuing debate, such as the extent to which candidates can incorporate political
views of their target demographic in their targeting algorithm.

Use of online resources also has the advantage of statistics and analytics that
are updated in real time. Candidates and political parties can almost immediately
monitor the effectiveness and success of certain campaign materials, slogans
and statements soon after their release. This allows them to adjust their election
campaign messaging based on feedback and increase the effectiveness of their
campaigning. In this regard, online resources are much more effective and
resource-efficient compared to traditional forms of campaigning on TV, print
media and handouts.

Studies have noted the presence of a positive effect of online campaigning on
voter participation in elections and their turnout on election day [11]. In addition,
a successful online election campaign can have a positive impact on the chances
of candidates or parties to win the election. According to research, the victory
of the Conservative Party in the 2019 general elections in the UK occurred,
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among other things, thanks to the successful campaigning of party candidates on
Facebook [8]. A study of the 2018 presidential election in Brazil notes a positive
correlation between the number of followers on candidates' Instagram pages, the
level of engagement and feedback from followers (engagement), and the election
outcome [12]. Also, despite accusations of disinformation and other alleged
violations of the law, it is important to note the impact that online campaigns
had on the results of the 2016 presidential election in the United States and the
2016 referendum in the UK to leave the European Union.

Online campaigning is notable because its legal status is not yet fully defined
and codified in many countries. In cases where certain measures have started to
take place, legislation has not kept up the pace with rapid changes in technology.
Electoral legislation in particular fails to take into account the increasing level of
involvement of both voters and political actors in the online space. It is possible to
argue that there is a consensus in many countries regarding the need to regulate
online campaigning. However, there is no consensus on the exact regulatory
measures that are necessary to do it efficiently [2].

Risks of lack of regulation. It is important to identify the risks of insufficient
regulation of online campaign spending. For instance, the growing costs of online
campaigning have the greatest impact on transparency, which is one of the key
characteristics of legitimate elections. A key problem in providing information
on online spending in countries around the world (including Kazakhstan) is
that election commissions still do not fully collect data on digital campaign
spending. In the absence of a requirement of mandatory reporting of spending,
candidates will be incentivized not to declare how much they spent on digital
campaigning. Such an attitude would violate basic principles of transparency,
since the public is unaware of how and where candidates focus their online
campaigns. This is especially concerning if one takes into account the extent to
which digital campaigning is cost-effective, meaning that even a modest spending
by a candidate can have a significant impact on turnout and election results.

In the absence of proper regulation, online campaigning also provides an
opportunity for third parties to finance the election campaign or conduct it
themselves. This is especially problematic if such third parties are not directly
associated with political parties and candidates. Even if proper legislation is
put forth to regulate the online activity of political parties and candidates in the
election season, it might not prevent non-political actors from influencing the
voters.

Along with this, due to the presence of targeted advertising, candidates
from parties with a radical ideology and agenda can mobilize their electorate.
Among other issues, they might engage in promoting controversial and politically
problematic issues. This may have a positive effect on turnout, but it also leads
to ideological polarization and division among the population. At the same time,
attempts to regulate and limit such information in order to reduce polarization can
have the opposite effect and lead to further division in society, as research shows.

Finally, low costs of online campaign tools make them more attractive to use
outside of the election season. This is identified in the literature as ‘permanent
campaign’, whereby candidates engage in campaign-like activities even during
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non-election periods [13]. In the case of an elected official, such a need to engage
in campaign-like activities while in office has the evident risk of distracting him
or her from direct responsibilities of the position. On the other hand, failing
to engage in permanent campaigning could take the advantage away from the
incumbent and empower his or her challengers in solidifying their positions
during the election period.

Taking into account these risks, countries are taking measures to improve
legal requirements for the use of digital technologies in election campaigns.
Some of the international practices in selected states are provided hereinafter.

Discussion of results. International practice of regulation of online campaign
spending. In the US, the Federal Election Commission (FEC) is responsible for
regulating the election process nationwide. However, each state determines its
own procedures for conducting elections at the local level. If questions arise
regarding certain aspects of election activities, the FEC issues an advisory
opinion. Regarding financial reporting, candidates in federal elections are required
to report their expenses and collections to election funds, including expenses for
online campaigning [14].

In the past, the FEC experienced difficulties with determining whether certain
instances of online advertising should be designated as campaign material. The
source of dispute frequently was the size of the advertisement (in the case of
small posts on social networks or a short advertising link), the owner of the
advertisement (the candidate himself or third parties) and the extent to which
regulation affects the right to freedom of speech and political expression in the
online environment. The latter is particularly relevant given that a key regulatory
challenge is the attempt to reconcile the scope of regulation and the provision of
freedom of expression for political candidates.

At the moment, according to the advisory opinions of the FEC, any campaign
material published on social media must have an appropriate disclosure as such.
Additional requirements were introduced through a 2018 advisory opinion
requiring campaign advertising on Facebook to be appropriately labeled, though
the reach of this advisory opinion is rather limited [15]. Requirements for
campaigning by third parties who are not directly involved in the candidates’
election campaign remain underdeveloped. Compliance with this rule is
mandatory for traditional methods of campaigning on TV and in print media,
but in the case of online content there are no similar requirements.

Another important trend in regulating online campaigning in the United States
is addressing the issue of transparency. Tech companies such as Meta, Google and
Twitter (until 2019 in the case of the latter) took the initiative after insufficient
control of campaigning on their platforms during the 2016 presidential election
led to the dissatisfaction of the government and Congress. Both companies
organized an archive of personalized advertisements, including those used as
part of an election campaign. Company archives provide access to a large store
of data over a long period of time. For example, Facebook stores all types of
personalized advertising for 7 years. However, due to the fact that these measures
are an initiative of the tech companies rather than a requirement of government
agencies, the archives do not provide comprehensive data. They are mostly limited
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to aggregation of approximate data on spending on online campaigning [16]. As
such, this initiative is an important step in ensuring transparency, but requires
further development on behalf of the authorities.

The case of the United States demonstrates that regulation of certain materials
published online by laws and regulations is a complex issue. Issues of concern
include the characteristics of political advertising, who advertises them, the extent
of regulation, as well as transparency.

The most detailed legislation regarding regulation of the online environment
has been developed by the European Union. The EU has one of the most detailed
laws to protect the personal data of its citizens, the General Data Protection
Regulation (GDPR), developed by the European Council and the European
Parliament and adopted in 2016. GDPR strengthens the pre-existing Convention
108 on the protection of the right to privacy by extending its application to the
online environment. Together, these two laws define particularly stringent rules
regarding the use of data for political campaigning [17].

The most important provision is the recognition of the user as the final owner
of all his or her data on the Internet. This approach requires mandatory obtaining
of the user’s consent to process user data, including for the purposes of political
targeting. GDPR includes specific provisions concerning the category of sensitive
data, which includes, among other things, the political views of EU citizens. As a
general rule, the use of sensitive data is limited and, in most cases, prohibited. For
this reason, political parties and candidates have fewer useful targeting options
at their disposal. This means that they are less interested in spending on online
advertising. This enables indirect control over the costs of online campaigning.

Despite fairly developed and strict regulation, the EU and most of its member
states do not define specific measures for reporting expenditure on online political
campaigning. Regulation of online campaigning spending remains fragmented
across EU member states. The level of regulation ranges from a complete ban
on any form of online campaigning for six months before elections in France, to
no requirements for online campaigning in the Netherlands.

Therefore, EU legislation defines strict data protection requirements. However,
there is no uniform standard for ensuring transparency in the financing of online
election campaigning.

In the UK, the Electoral Commission is responsible for enforcing campaign
finance laws and regulations. The Transparency in Lobbying, Nonpartisan
Campaigning, and Union Governance Act of 2014 introduced new rules for
third-party organizations (non-partisans) participating in election campaigning,
including participation through spending on online advertising. The law requires
these organizations to register with the Electoral Commission if they plan to spend
more than £20,000 on campaigning, including online, in England and £10,000 in
Scotland, Wales and Northern Ireland during an election campaign [6].

The UK government has also initiated the gathering of data on campaign
spending by parties and candidates on Facebook and Google. This initiative was
implemented in anticipation of the 2019 general elections. The reason for this was
a series of controversies related to party campaigning in the 2017 elections, as
well as Cambridge Analytica’s interference in the 2016 United Kingdom European
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Union membership referendum. Also, as in the case in the United States, the data
provided by Meta and Google are approximate and do not reflect the detailed
picture of all online campaign spending [7].

The UK Electoral Commission has also made recommendations to ensure
transparency in digital election campaigns. Recommendations include providing
more detailed reporting on online campaigning expenses, though it is not
mandatory. At the moment, parties and candidates themselves determine how
much detailed information they provide to the commission. The recommendation
sets out more stringent requirements regarding the content of campaigning,
targeted regions of the country and the amount of campaign expenses. However,
there are limited actions to set out codified requirements for political parties
and candidates. Among recommendations that have been introduced as law is
a requirement to include an imprint on online political advertisements, which
does not include spending information. This provides limited transparency since
detailed information about the extent of funding is still not fully available to the
public.

Elections Canada, which reports to Parliament, is responsible for enforcing
campaign finance laws and regulations in Canada. Minor changes regarding
online campaigning were made to the Election Law in 2018. Candidates must
mark campaign videos as “election advertising,” third-party organizations must
also declare their affiliation with the election campaign, and a limit is set on
election expenses.

These changes are limited in nature and apply to a small amount of online
content, largely covering republication of material previously published on
television or in print. In previous years, Elections Canada and Canadian courts
have ruled that social media posts are primarily a tool of self-expression rather
than a method of political campaigning. As a result, regulation of online
campaigning in Canada remains limited, especially compared to regulation of
traditional campaigning tools [18].

Online election campaigning in Kazakhstan. The 2023 parliamentary elections
have become a landmark for the election legislation of Kazakhstan. Amendments
that directly affect online campaigning were introduced in the run-up to elections
in February 2023. Amendments mostly addressed Article 28 of the Law “On
Elections in the Republic of Kazakhstan™ [19]. The new version of the article
defines the general obligations of the online platform owners. In order to ensure
transparency, owners of online platforms must provide the Central Election
Commission of the RK (CEC) with information in advance about the amount of
payment and the terms and conditions for publishing campaign materials on their
platforms. These steps are also accompanied with broader measures to regulate
the activities of online users. In particular, the Law “On Online Platforms and
Online Advertising” was adopted in 2023 [20], as well as amendments to the
Law “On Personal Data and Their Protection” [21].

Thus the legislation formally equates online platforms with traditional media
resources and extends the same legal norms that already existed for traditional
forms of campaigning to the online environment. This allows for a formalization
of the activity of Internet resources and increases transparency on the largest
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online platforms.

At the same time, the changes did not affect the reporting format of candidates
and political parties on income to their election funds and expenditure of funds.
As the precedent of the last two national election campaigns in Kazakhstan,
including the 2022 presidential elections and the 2023 parliamentary elections
demonstrates, candidates are still not required to provide information about the
funds they allocated to online campaigning tools. The report that candidates
and parties must submit to the CEC includes data on spending on the following
forms of campaigning [22]:

e  Public speeches in any registered media;

e Organization and conduct of public election events, such as rallies;

e  Production and (or) distribution of printed, audiovisual and other
campaign materials;

o Payment for the services of legal entities and individuals in organizing
campaign work;

e Transport and travel expenses;

e  Production of printed materials for free distribution, as well as other
visuals specifically made for the election campaign [19].

The required items do not include the cost of online resources. This can
potentially have a negative impact on the transparency of election campaigning.
Moreover, when comparing the case of Kazakhstan to the states mentioned earlier
in this paper, the need to address the activities of third parties that campaign
on behalf of political parties and candidates also requires regulation. Such
measures are even more relevant in the case of local elections, where the level
of and resources for enforcement are limited. Given the fact that Kazakhstan is
extending electoral mandate to local representative and executive institutions,
with the introduction of election of rural and county-level akims, such provisions
would be necessary in order to ensure a transparent campaign on a local level.

Conclusion

In general, despite consistently increasing spending on traditional campaign
materials (TV appearances, print publications and posters) by political parties
and candidates, voters are spending more and more time online, which has started
to attract an ever growing attention of political actors seeking office. Given the
potentially strong effect of online campaigning on voter turnout and election
outcomes, there is a need to anticipate the increase in online activity of candidates
in future elections and regulate online campaigning in order to minimize risks
described in this article.

Taking into account the ongoing development of digital technologies, their
use in election campaigns and the current election legislation in the case of
Kazakhstan, the following measures are recommended for adoption for the
upcoming election campaigns:

- Updating the CEC’s regulations regarding reporting on receipts and
expenditures of electoral campaign funds, where a separate item detailing online
spending is included. This will contribute to improved transparency of electoral
campaigns by presidential candidates, candidates for local executive positions,
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as well as members of the lower house of the Parliament (the Majilis) and local
representative institutions (maslikhats).

- Introduction of amendments to further regulate online campaigning,
in particular targeting voters and declaring materials as electoral campaign
advertisements. For this purpose, it is appropriate to ensure consistency across the
content of the Laws “On Elections in the Republic of Kazakhstan”, “On Online
Platforms and Online Advertising” and “On Personal Data and Their Protection”.

- Ensure regulation of regional online campaigns. It is necessary to provide
the necessary tools to territorial election commissions in order to monitor the
activities of candidates from single-mandate constituencies who will engage in
election campaigns in their regions. This is important because elections at the
local level require an appropriate level of regulation, but this is complicated by
the smaller scale of funding for territorial commissions.

The scope of this article is limited to the financial aspects of regulating online
campaigning. Further research would be necessary to address such issues, as
protection of personal data, effects of targeting and micro-targeting, and matters
of ensuring security of elections systems online. On the other hand, there is a
need to intensify the pace of research, since it is not merely the scope of national
legislation that becomes increasingly outdated. With the advent and further rapid
development of digital technologies, academic study of its effect on such political
processes as elections will also become increasingly outdated with time.
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