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PROTECTING HUMANITARIAN VALUES
IN THE DIGITAL MEDIA SPACE

Abstract. In the context of global instability, information and digital technologies
have emerged as strategically significant resources for Kazakhstan, exerting a strong
influence on economic growth and the strengthening of national security. Their
importance extends to all areas of public life, including the media sphere. However,
insufficient information security creates serious risks — from data leaks to the erosion
of humanitarian values in society.

In the digital era, as the media landscape continues to transform under the
influence of advancing technologies, safeguarding humanitarian values has become
an increasingly urgent priority. This paper analyzes cybersecurity challenges within
Kazakhstan’s media sector, highlighting the role of digital platforms in facilitating the
spread of cyber threats, as well as their capacity to be used for political and social
manipulation. It also considers the influence of civil society and social media on
shaping the information environment.

The authors stress the importance of implementing a comprehensive approach to
cybersecurity in the media sphere, encompassing technological measures (such as
firewalls, artificial intelligence systems, and continuous monitoring), the development
of effective legal regulations, professional training for personnel, and clearly defined
incident response procedures.

The article offers approaches for developing national strategies to counter digital
threats and ensure media resilience while preserving humanitarian values.

Keywords: information security, media, cyber threats, humanitarian values, digital
technologies, Kazakhstan, cybersecurity, mass media.
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Jdomean HeicankyaToBa, I'ymkan  XycaumnoBa, Hyprya MHcemarynnaesa,
Borake3 Hypainna

UDPIBIK MEJIUA KEHICTIT'THAE I'YMAHHUTAPJIBIK
KYH/BIJIIBIKTAPAbBI KOPFAY

Anmatma. Kasipri »xahaHIbIK ChIH-TEreypiHACp KaFdaiiblHIA akKmapar IeH
nupIIbIK TexHOJOTHsAIap Ka3akcTaH yiiH 3KOHOMUKAJIBIK ©6CYy i KAMTaMachl3 ETETIH
YKOHE YJITTBIK KayilCi3iKTi HBIFaUTaThIH HET13T'1 CTPaTEerUsIIBIK peCy pcTapbIH OipiHe
alfHAJBIN OTHIP. ATalFaH pecypcTap KOFaMIBIK OMIpIiH OapiblK OaFbITTapbBIHIA,
COHBIH IIIHAE MeIUa KeHICTIKTE Je alphIKia MaHbI3Fa ue. JlereHMeH aKmapaTThiK
Kayilci3miK JeHTeHiHiH JKeTKIJTIKci3 OOMysl KYMUS AEPEeKTEpHiH Tapalysl MEH
KOFaM/Iarbl I'y MaHUTAPJIBIK KYHIBUIBIKTAp/IBIH QJICIpeyiHE OKeJIeTiH eNieyJIi KaTtepiaepi
TYBIHAATAbI.

Hudpnasapipy AoyipiHIE Meaua TEXHOJOTHSUIAPIABIH KAPKBIHABI JaMybl MEH
e3repyi JKarnaibIHIa TYMaHUTAPIBIK KYHABUTBIKTAPIIBI CAKTAY MOCEIIECi ©3€KTi CHIIAT-
Ka ue Ooxyna. byr makanana KazakcTaHHBIH Menua cajlachlHIOAFbl KHOEpKayirci3aik
Mocelenepi TalgaHbIl, TUGPIBIK IUaThopMalIapaslH KHOSpKayinTepai TapaTyaarsl
peii, CoHOai-ak ONapIbIH CasCH JKOHE OJCYMETTIK BIKIAN €Ty Kypalbl PETIHIC
KOJITAaHBLTY MYMKIHJIKTEpi KapacThipbuiaasl. COHBIMEH KaTap a3aMaTThIK KOFaM MCH
QJICYMETTIK JKeJIep/iH aKnapaTThIK KeHICTIKKE acepi capaliaHa bl

ABTOpITap MeamMa callachlHIAa KHOSPKAYIICI3MIKTI KaMTaMachl3 €TY[IH KeIIeHIi
TOCIUTIH EHTI3YAIH MaHBI3OBUIBIFBIH aTal KepceTedi. ByJl Tocia TEeXHUKANBIK
Kypangapasl (OpaHamayspiep, KacaHABl WHTEIJIEKTKE HETI3JeNreH KyHemnep,
MOHHUTOPHHT), KYKBIKTHIK PETTEYyIi JKeTUIMIpydi, MaMaHIapAbl Jaspiaylbl >KOHE
THIMJII OpeKeT €Ty TEeTIKTepiH KaMTHAbl. Makanajga COHbIMEH Oipre UHUQPIBIK
KarepJiep XKarJaiblHIa MEIUAHBIH TYPAKTBUIBIFBIH aPTTHIPYFa JKOHE T'YMAHHUTAPIIBIK,
KYHIBUTBIKTapABl KOPFayFa OaFbITTalFaH YITTBHIK CTPATCTHSIIAPALl KAJIBIITACTHIPY
JKOJIIAPBI YCHIHBLIA/IBI.

Tyitin co30ep: aknapammulk Kayincizoix, meoua, kubepkayinmep, 2yMaHumapivly
KYHOBLILIKMAp, Yyu@dpavik mexunonocusiap, Kazaxcmau, kubepxayincisoix, OyKapanvix
aknapam Kypanoapul.

Jamenun HpbicankyaToBa, I'yskan XycamnoBa, Hypryas Hcemaryiiaesa,
Borako3 Hypanuna

3AIIMUTA TYMAHUTAPHBIX HEHHOCTEA B LIMU®POBOM MEJIUA-
INPOCTPAHCTBE

AnHoTauusi. B ycloBHsIX COBPEMEHHBIX TJ00ANBHBIX BBI30BOB MH(pOpPMAIU U
U(POBBIE TEXHOIOTHH BCE GoJlee YTBEPKIAOTCS B KAUECTBE OMHOTO M3 BasKHEHIIINX
cTpaTermueckux pecypcos Kazaxcrama, okaspiBast Onpeaessonee BIHsHIE Ha Pa3BH-
THE SKOHOMHUKH U 00eCIieueHHe HAIIMOHAIBHOM 0e30IMaCHOCTH. DTH PECypPChI HT'PAIOT
3HAUYUMYIO POJIb BO BCeX cdepax OOIIECTBEHHOU jKU3HHU, BKIIIOYAs MEIHAIPOCTPAH-
cTBO. BMecTe ¢ TeM HemoCTaTOYHBINH ypOBEHb MH(OPMAIMOHHON 3al[UINEHHOCTH
MPUBOJIUT K BOSHUKHOBEHHUIO CEPbE3HBIX yIPO3 — OT YTEUEK JAHHBIX JI0 OCIAbICHUS
TYMaHHUTApPHBIX IIEHHOCTEH B 00IIECTBE.

B smoxy mudpoBu3aiiiy, Koraa Meana akTHBHO W3MEHSIOTCS TIOI BO3IEHCTBHEM
TEXHOJIOTHYECKOT0 MPOrpecca, 3aja4a COXpaHeH!sl TYMaHUTAPHBIX OPUEHTHPOB IIPH-
o0peTaeT 0co0yI0 aKTyaTbHOCTh. B cTaThe aHAIM3UPYIOTCS BOMPOCH KubOepOe3omnac-
HOCTH B MeauiiHoM chepe Kazaxcrana, B TOM yuciie BiausHHE MU(POBBIX MIATHOPM
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Ha pacnpocTpaHEHHWE KHOEpyrpo3 M MX HCIOJIB30BAHHE B IEIAX MOJUTHYECKOTO H
conuanpHOro Bo3aeiicteusa. Ocoboe BHUMaHUE YAEISACTCS 3HAYSHUIO I'Pak JAHCKOTO
obmiecTBa, CONMANBHBIX CeTel W MHPOPMAMOHHOHN cpenbl B GOpMUpPOBaHHUH 00IIIe-
CTBECHHOI'O MHCHUSA U CTCTIICHU YA3BUMOCTH I'YMaHUTAPHBIX L[eHHOCTefI.

ABTOpI)I AKOCHTUPYIOT BHUMAaHUC Ha HeO6XO]II/IMOCTI/I BHCAPCHUSA KOMIIJICKCHOT'O
noaxoza K odbecneyeHnto kudbepOe3onacHoCcT B cepe cpencTB MaccoBoil HH(popma-
UM, BKIFOYAIOIIETr0 KaK TEXHUYESCKUE PEIleHUs (HampuMmep, OpaHaMaydphbl, CHCTEMBI
HCKYCCTBEHHOTI'O HHTEJUICKTa © MOHUTOPHHTA), TAK U COBEPIICHCTBOBAHHE HOPMATHB-
HO-TIPaBOBOH 0a3bl, MOATOTOBKY CHEIHAINCTOB U pa3paboTKy 3PPEKTUBHBIX MPOTO-
KOJIOB pearnpoBaHus. B pabore Takxke paccMaTpUBAIOTCS HarpaBieHUs (HOpMHUPO-
BaHU HallMOHAJIBHBIX CTPATErUi, OPUEHTUPOBAHHBIX HA YKPEIJIEHUE YCTOMUYNBOCTH
MEHACPEAbl ¥ 3alIUTy TyMaHUTAPHBIX LICHHOCTEH B YCIOBHSIX HApACTAIOIIUX H(-
POBBIX PHUCKOB.

Kntoueevie cnosa: unpopmayuonnas 6e30nacHocms, meoud, Kubepyeposvl, 2yma-
HumapHvie yeHHocmu, yu@posvie mexronrocuu, Kaszaxcman, xubepbesonacrocms,
CcMU.

Introduction

In an age when information is predominant and the influence of the media
is enormous, the protection of the social infosphere is becoming an important
imperative. Realizing the importance of ensuring its national security in the digital
age, the Republic of Kazakhstan has taken measures aimed at strengthening the
integrity of its information space [1].

According to the Decree of the Government of the Republic of Kazakhstan
on the Concept of Cybersecurity ("Cybersecurity Kazakhstan") dated June
30, 2017 No. 407, the strategy outlines key approaches to the development
of a cybersecurity system that provides effective protection of electronic data
resources, information systems and telecommunications networks of financial
market entities. Compliance with this strategy makes it possible to respond
promptly to both current and developing cyber threats, thereby contributing to
the achievement of the goals set out in the Concept [2].

Currently, Kazakhstan is in the 31st place in Global Cybersecurity Index
(GCI) being ahead of such countries as China, Denmark, Croatia, Slovakia,
Israel and Switzerland [3]. According to statistics provided by the Ministry of
Information and Public Development of the Republic of Kazakhstan, in 2023
the number of cyber attacks directed against state resources of Kazakhstan
and objects of strategically important infrastructure of the country reached
83 million. These attacks were mainly carried out from the CIS and European
countries, with the main impact coming from the public sector, which accounted
for 62% of the total number of attacks [4]. This alarming trend highlights the
vulnerability of government agencies and large industrial organizations to cyber
threats, which requires immediate and reliable cybersecurity measures. Also,
in addition to government data, there are significant threats to the information
security of citizens.

Recognizing these problems, this study aims to understand the intricacies
of Kazakhstan's information security system, evaluate existing regulatory
measures and identify areas for improvement. The study, focused on an in-
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depth examination of legal frameworks and their implications, aims to illustrate
effective approaches to addressing the evolving challenges of the digital age
while safeguarding national interests and core values.

Kazakhstan’s defense strategy is grounded in a set of key principles enshrined
in legislation, which assign clearly defined responsibilities to state institutions.

These include preventing the information isolation of key government bodies
such as the President, Parliament, Government and national security forces to
ensure the continuity and coherence of national decision-making processes.
In addition, efforts are aimed at combating the deliberate dissemination of
false information that endangers national security, as well as at eliminating
mechanisms that contribute to covert information influence on government
decisions [5]. Additionally, the legislation sets limits on the dissemination
of certain content through print media and foreign outlets, recognizing their
potential risk to national security. To reinforce these safeguards, new restrictions
on foreign ownership and control of media will be implemented, aimed at
protecting Kazakhstan’s media sector from external influence and manipulation.

However, while these rules apply to traditional channels of information
dissemination, they may not take into account new platforms, leaving
potential loopholes for propaganda. Furthermore, safeguarding data is closely
intertwined with the social information environment, necessitating a careful and
measured approach. Regulations aimed at reducing information dependency
and countering external interference highlight the complexity and multifaceted
nature of the challenges involved. However, ambiguity of interpretation makes
it difficult to develop effective mitigation strategies.

It is important to note that the legal framework places a strong emphasis on
safeguarding national interests, addressing objectives such as enhancing social
cohesion and political stability, as well as promoting patriotism and unity among
the people of Kazakhstan. Special attention is paid to the preservation and
enhancement of social values, educational and scientific potential, the protection
of constitutional order, as well as the promotion of a positive international image
of Kazakhstan [6]. In light of the growing cyber threats, the study’s authors stress
the importance of a thorough assessment and strengthening of Kazakhstan’s
cybersecurity infrastructure. Emphasizing technological advancement, the
government highlights the critical role of modern information technologies and
the development of domestic industry in effectively countering emerging digital
challenges.

In the theoretical section of the study, it is necessary to further elaborate
on the concept of “humanitarian values” within the context of the digital
media environment. In contemporary academic discourse, this concept can be
interpreted as a set of universal and socially significant norms and principles
aimed at ensuring human rights and freedoms, preserving cultural diversity,
promoting social justice, and fostering critical thinking in the digital sphere.

It should be emphasized that the transformation of the media environment
under the influence of digital technologies significantly affects both the content
and mechanisms of implementation of humanitarian values. The algorithmization
of information flows, the dominance of platform-based ecosystems, and the
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transnational nature of information dissemination create new challenges,
including the spread of misinformation, manipulative practices, and the
intensification of digital inequality. These factors may undermine fundamental
values such as information reliability, public trust, and the responsibility of
communication actors.

Materials and Methods

The qualitative component of the study is based on an in-depth content
analysis of various media platforms, including television channels, online news
portals, and social media such as Instagram, Facebook, and Telegram.

The selection of media sources was guided by the following criteria: (1)
audience reach and influence within Kazakhstan’s information space; (2)
frequency and relevance of content publication; (3) presence of politically and
socially significant topics; and (4) representation of different types of media (state-
owned, private, and independent). This ensured a balanced and representative
sample of the national media landscape.

The content analysis employed a mixed-method approach, combining both
qualitative and quantitative techniques. These included:

— thematic coding (disinformation, cyber propaganda, information attacks,
PSYOP);

— sentiment analysis (positive, negative, neutral);

— identification of narrative strategies and manipulative techniques;

— frequency analysis of key topics and messages.

2.1 Qualitative Approach

Particular attention was paid to the mechanisms through which disinformation,
cyber propaganda, and psychological operations (PSYOP) are disseminated
within Kazakhstan’s digital space, including cases of political manipulation,
public destabilization, and information leakage.

The interpretation of quantitative data on cyber threats was conducted using
comparative and longitudinal analysis methods. Specifically, the study applied:
(1) time-series analysis to identify trends in cyberattack frequency; (2) cross-
sectoral comparison (government agencies, critical infrastructure, private sector);
and (3) correlation analysis between the level of digitalization and vulnerability
to cyber threats. This approach made it possible to identify not only current risks
but also their evolution over time.

The study also considers the legislative responses of these countries, including
frameworks for media accountability, content regulation, and digital literacy
education, assessing their potential applicability within the Kazakhstani context.

This comparative legal analysis supports the development of adaptive models
to be potentially integrated into Kazakhstan’s legal system for the purpose of
enhancing resilience against cyber threats.

2.2 Quantitative Approach
The comparative analysis covers countries such as Finland, South Korea, the
United Kingdom, Canada, and Japan, which are recognized for their advanced
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practices in media literacy and information security. The study goes beyond
descriptive comparison by emphasizing the adaptability of these models to
Kazakhstan’s context. For instance:

— Finland’s media literacy model can be integrated into national education
systems;

—South Korea’s cybersecurity practices are applicable to critical infrastructure
protection;

— regulatory frameworks from the United Kingdom and Canada may inform
media policy reforms;

— Japan’s approaches to information risk management are relevant for
enhancing digital resilience.

The quantitative component relies on data from official governmental
and international sources, including the Ministry of Information and Public
Development of Kazakhstan and reports from the International Telecommunication
Union, particularly the Global Cybersecurity Index. Additional data from national
cybersecurity centers are also incorporated.

Importantly, the study includes multi-year statistical dynamics, enhancing its
analytical depth. The analysis covers:

—the number and frequency of cyberattacks targeting government institutions
and critical infrastructure over time;

— statistics on digital media consumption across demographic groups;

— the prevalence of disinformation campaigns;

— the number of legal cases related to cybercrime and media law violations.

This integrated methodological approach enables a more comprehensive
understanding of the interplay between media, political processes, and information
security in Kazakhstan.

2.3 Methodological Rationale

By combining qualitative and quantitative approaches, this study provides a
comprehensive perspective on the challenges of safeguarding humanitarian values
within a digital environment characterized by rapid technological advancement
and geopolitical uncertainty. The methodological design ensures academic rigor,
practical relevance, and applicability, particularly for policymakers, cybersecurity
experts, and media regulatory authorities.

The methods employed also reflect the interdisciplinary nature of the issue,
drawing on insights from political science, media studies, international law,
and cybersecurity. This integrated framework facilitates the development of
actionable recommendations aimed at strengthening Kazakhstan’s ability to
protect its informational sovereignty and preserve core humanitarian values
within the digital media landscape.

Results and Discussion

In the context of protecting humanitarian values in the digital media sphere,
maintaining the stability and security of the information environment represents a
critical strategic priority for Kazakhstan. A pivotal role in this process is played by
the Information Security Committee under the Ministry of Digital Development,
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Innovations, and Aerospace Industry, established by the Government of the
Republic of Kazakhstan on November 15, 2016. The Committee is responsible
for implementing a unified national policy on information security, coordinating
intergovernmental cooperation, and ensuring that digital platforms—including
the e-Government portal (egov.kz) and official state websites—comply with
established cybersecurity standards.

Given the increasing number and complexity of cyberattacks in recent years,
experts forecast that the work of this Committee will be instrumental not only in
reducing the number of attacks but also in minimizing their impact—particularly
regarding data leaks of a political, economic, and social nature [10].

An analysis of Kazakhstan’s regulatory framework shows that the first
national information security concept was adopted in 2006. This document
was based on a number of legal instruments, including the Constitution of the
Republic of Kazakhstan, and laws such as On National Security, On Electronic
Document Management and Electronic Digital Signature, On Informatization,
and the CIS Concept of Information Security in the Military Sphere [11]. In 2011,
an updated concept was introduced, broadening the legal framework with new
legislation, including the laws “On Technical Regulation,” “On Mass Media,”
and “On Communications,” many of which were aligned with international legal
standards.

However, despite these advancements, the regulatory system remains
predominantly technocratic and reactive, with limited adaptability to the rapidly
evolving threats within the digital information environment. Significantly, the
majority of legal reforms have concentrated on technical safeguards and external
risks, such as terrorism and espionage, while insufficiently addressing the socio-
political aspects of information security, including public trust, media influence,
and civic engagement [12].

Significant concerns were already raised in 2006 by Kazakhstani researcher
E.K. Aliyarov, who emphasized structural weaknesses in the information
system. These include the lack of qualified cybersecurity personnel, limited
professional development infrastructure, poor state of information networks, and
the emergence of informational inequality—all of which pose serious threats to
national cohesion. Aliyarov also warned of the monopolization of the media, a
factor that facilitates the manipulation of public consciousness and undermines
democratic processes.

While notable advancements have been achieved—particularly in the
expansion of e-government services and broader public access to digital
technologies—significant gaps remain. Mere access to digital platforms does not
inherently ensure the development of critical thinking skills, media literacy, or
the capacity for civic resilience against digital propaganda, disinformation, and
covert political manipulation.

The contemporary information security challenges confronting Kazakhstan
can be broadly categorized into internal and external threats, as outlined in the
following analysis.
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Table 1. Internal and External Information Security Threatsin Kazakhstan

Internal Threats External Threats

Outdated legal and technical Deployment of information warfare

mechanisms for personal data protection | capabilities by major geopolitical actors

Ineffective cybersecurity systems in Cyberattacks conducted by terrorist

public institutions organizations

Shortage of qualified cybersecurity Dissemination of radical propaganda

professionals through ICT networks by extremist
groups

Low level of legal awareness and digital |Use of ransomware and Al-generated

literacy among the population deepfake technologies

Violations of citizens' digital rights and | Attacks on critical infrastructure and

privacy cloud-based information systems

Insufficient interagency coordination in | Distribution of malware through dark web

cyber incident response cybercrime marketplaces

Financial losses and declining public Espionage, disinformation, and

trust in digital platforms and services manipulation through foreign media
channels

The data presented in Table 1 indicate that mass media function
simultaneously as both a vector of risk and a mechanism of mitigation within
the information environment. On one side, media channels facilitate the spread
of disinformation, enable cyberpropaganda, and support social engineering
operations. Conversely, they act as instruments for cybersecurity awareness,
public education campaigns, and the promotion of responsible digital behavior.

Within this framework, safeguarding humanitarian values in the digital
domain depends on the accountable and transparent engagement of media
actors. Effective collaboration among government institutions, civil society, and
the private sector—including media organizations—is essential for cultivating
a resilient information culture that not only ensures technical security but
also strengthens public trust, upholds freedom of expression, and supports
democratic governance.

The expanding deployment of Artificial Intelligence (Al), encompassing
machine learning and natural language processing, introduces both significant
opportunities and potential hazards. As highlighted in the 2024 report by
the State Technical Service of the Republic of Kazakhstan, Al can enhance
defensive capabilities by enabling real-time threat detection and proactive
response mechanisms.

However, it also enables more sophisticated deepfake technologies,
automated misinformation, and targeted manipulation of social narratives,
which complicates regulatory response.

Although the advancement of domestic cybersecurity technologies is
promoted, several experts contend that Kazakhstan’s priority should not be the
wholesale replacement of foreign solutions. Instead, emphasis should be placed
on cultivating a skilled workforce capable of auditing, monitoring, and securing
critical information systems effectively.To evaluate international best practices,
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Table 2. Presents a comparative overview of cybersecurity systems in
developed countries:

International Experience in Cybersecurity Governance
Country Key Characteristics
Japan National Cybersecurity Strategy (2013); oversight by NISC; emphasis on
adaptability and global relevance
United Kingdom Global leader; dual strategy of public disclosure and intelligence use of
vulnerabilities; strong regulatory body

Canada National Cybersecurity Strategy (2010); multi-level collaboration; strong
public awareness focus

Finland National Cybersecurity Center; focus on resilience and secure access to
public infrastructure .

South Korea Multi-agency system including KISA and police cyber units; emphasis on

resilience to APTs and cyberterrorism.

This comparative insight suggests that Kazakhstan could benefit from
establishing similarly coordinated institutional frameworks, comprehensive
national strategies, and inclusive approaches that actively involve media
stakeholders in cybersecurity governance.

While Kazakhstan has achieved measurable progress—particularly in
international cooperation and initiatives aimed at raising digital awareness—
substantial gaps remain. Efforts must continue to align technical security
measures with governance principles that uphold human dignity, freedom of
expression, and public trust in the digital media sphere.

Conclusion

The findings of this study indicate that ensuring cybersecurity in Kazakhstan
amid digital transformation extends beyond technical defenses; it constitutes
a foundational prerequisite for safeguarding humanitarian values, democratic
institutions, and civic confidence. An assessment of regulatory frameworks,
institutional capacity, and international experience has highlighted structural
vulnerabilities as well as opportunities for advancement.

It is clear that the resilience of Kazakhstan’s cybersecurity ecosystem is
closely linked to economic development, digital literacy, and the capacity to
harmonize national policies with international standards. However, current
strategies largely prioritize foreign threats and infrastructure protection, leaving
socio-political dimensions—such as media accountability, public awareness, and
information equity—insufficiently addressed.

To effectively preserve humanitarian values within the digital media
landscape, Kazakhstan must adopt a multi-dimensional strategy that combines
technological innovation, institutional reform, and a human-centered
information policy. Drawing on international best practices, the following
strategic measures are recommended:

*  Development of a comprehensive national cybersecurity model that
includes not only infrastructure defense but also protection of informational
and ethical standards in media.
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*  Enhance the mandate and operational capacity of the National
Cybersecurity Coordination Center to oversee threat assessment, strategic
planning, and rapid response to emerging cyber risks across all sectors,
including critical infrastructure and media platforms.

*  Develop and institutionalize mechanisms for the proactive identification,
reporting, and public disclosure of vulnerabilities in information systems,
thereby promoting transparency and reinforcing societal trust in digital
governance

*  Implement obligatory, periodic security audits and stress tests for
essential digital infrastructure, with priority given to government services,
e-government portals, and mass media outlets, to ensure resilience against
cyberattacks.

*  Introduce comprehensive legal frameworks and nationwide educational
initiatives aimed at improving media literacy, fostering critical thinking, and
increasing public awareness of cyber threats and disinformation campaigns.

*  Promote structured public-private partnerships and active collaboration
with civil society organizations, particularly in areas related to media content
regulation, counter-disinformation strategies, and the establishment of
responsible digital practices.

«  Establish and enforce national standards for the ethical use of Artificial
Intelligence, focusing on algorithmic transparency, content moderation, and
mitigation of manipulative technologies, including deepfakes, automated
propaganda, and Al-driven behavioral targeting.

These initiatives should be reinforced through sustained public engagement,
adherence to freedom of expression, and the preservation of the cultural and moral
foundations of Kazakhstani society within the digital environment. Conclusion:
Cybersecurity in Kazakhstan must transcend its traditional perception as
the responsibility of technical experts and regulatory bodies. It should be
conceptualized as a comprehensive, nation-wide strategy aimed at safeguarding
the sovereignty, integrity, and ethical framework of the country’s digital
space. Only through an integrated approach—combining media accountability,
technological innovation, and active civic participation—can Kazakhstan
cultivate a secure, resilient, and socially responsible digital ecosystem capable
of supporting democratic governance, protecting humanitarian values, and
ensuring a safe online environment for future generations.
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